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Introduction

AusCERT

What is the Australian Access Federation?
What does it take to make it work?
Introduction to the technologies

AAF Project

Operating and governing the AAF
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o Australia’s national CERT

— Collect, monitor, advise on security threats and vulnerabilities
— Security Incident response coordination and assistance

* Independent, university-based, not-for-profit
 All Universities are members
 Close collaboration with industry, vendors, government and

law enforcement agencies

» Founder member of APCERT (Asia Pacific CERT)
 Specialist Training Provider

» Operated recently in 27 countries

* Runs largest security conference in Asia Pacific
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Cybercrime pays off more than drug trafficking,

w THE UNIVERSITY security exPert says. .
@ OF QUEENSLAND Proceeds from cybercrime in 2004 topped $105B, says Valerie
N i

AUSTRALIA MCNNen

IT SECURITY — HOW BAD IS THE INTERNET?

E s o 1 Mews Stary by Souhail Karam
“Cybercrime more profitable than illicit drug sales” US Treasury advisor

MOVEMBER 28, 2005 (REUTERS) - Global
cyhercrime generated a higher payback than drug teafficking in 2004 and is set to grow even further as
60% of ID Theft Trojan Horses undetectable at release time the use of technology expands in developing countries, a security expert said today.

80% of home computers infected with spyware AUSCERT

AusCERT Australian Computer Crime Survey

Organised crime using malware for ID theft and fraud

Ma country ig immune fram cybercrime, which includes corporate espionage, child pornography, stock
rnanipulation, extotion and piracy, said Valerie McNiven, who advises the U 5. Department of the
Treasury on the problem. "Last year was the first year that proceeds from cybercrime were greater
than proceeds from the sale of illegal drugs, and that wasg, | believe, aver $105 hillion," McMiven said.
"Cybercrime is moving at such a high speed that law enforcement cannot catch up with it."

Large organisations can experience up 20,000 attacks an hour
An unprotected PC lasts 10-15 minutes
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Australian Access Federation
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australian access australian access

federation federation

s Truse
— ldentify the community involved
— Develop a Trust Fabric between community members

* 1 Million users — Trusted entity to formalise agreements between

» Around 60 organisations federation members by defining a common set of

. SChoole and VET federations -F:-O“CIe; ano! technolobg:les th|atbt-r|]-e mbembe:s a_doplt

. . . — Trusted entity to enable scalability by replacing large
Ry P Wit Al Dr et ol 1 numbers of bilateral agreements with a federation

agreement

— Building on existing trust relationships between
CAUDIT, AusCERT and other partners

What will it look like?
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 Services enabled by Shibboleth
— Authentication
— Authorization
— Anonymous access based on attributes

e How does Shibboleth translates into AAF?
— Authentication to resources (eg. Library journals)
— Authorisation of access to resources based on attributes
— Similar to UK’s Access Federation
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AAF builds on existing project deliverables

 eSecurity Framework Project
— Develop Production Level PKI and alignment with shibboleth
» AusCERT Root Certificate in browsers
— Simplify end user experience
— Microsoft, Firefox, Apple
— Reduce the Cost barriers to entry for PKI

* MAMS project
— Development, Support and deployment of Shibboleth technology
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» Part 1: The development of overarching governance

Funded by [Biz oo T _ ¢/ g |\] . .
. Pepermenoffutin, s nd Tinie and policies for the whole Trust Federation
Lead Institution: UQ — independent of delivery technologies
arthers e Part 2: The development of specific policies,
@ : AusCERT technical |mp_lementat|on and rollout of PKI for a
N M .. Trust Federation

THE UNIVERSITY
OF QUEENSLAND

AUSTRALIA

MACQUARIE b
LININERSITY 5 DMEY Iy

» Part 3: The development of specific policies,
technical implementation and rollout of Shibboleth

http://www.aaf.edu.au |
for a Trust Federation
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Operationalising the Australian - S Operationalising the Australian P R
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federation federation

Access Federation Project
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